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Detection of anomalies in the ionosphere is essential for ensuring
reliable timing, navigation, and positioning services of the Global
Navigation Satellite System (GNSS). This study proposes a machine
learning approach to anomaly detection during severe geomagnetic
storms based on the Wavelet Transform with the Isolation Forest
algorithm. Explainable Artificial Intelligence (XAI) methods,
specifically Shapley Additive exPlanations (SHAP), are employed to
interpret feature contributions and improve model transparency. Total
Electron Content (TEC) time-series data were derived from the
ionospheric dataset of the geomagnetic storm event for time-
frequency analysis. Then, an Isolation Forest model is applied to
identify anomalous patterns based on mean, variance, standard
deviation, kurtosis, entropy, and energy to represent the temporal
dynamics of the ionosphere. Results showed that the model identified
3% of anomalies in the ionosphere with the highest detection accuracy
0f96%. Among the wavelet features, the entropy and energy are found
to be the most important for anomaly detection. Overall, the proposed
model provides a reliable and interpretable solution for unsupervised
ionospheric anomaly detection, with potential applications in GNSS
monitoring and space weather research.
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1. INTRODUCTION

The ionosphere is a dynamic region of the Earth's upper atmosphere that contains a high concentration of
free electrons and ionized particles produced by solar radiation. Fluctuations and rapid changes in ionospheric
electron density significantly affect the propagation of GNSS signals [1], [2]. This causes positioning
degradation, signal delays, and communication instability [3], [4]. Specifically, a geomagnetic storm is a
temporary disturbance of the Earth's magnetic field triggered by enhanced solar activity, such as coronal mass

ejections (CMEs) or high-speed solar

wind streams. These disturbances occur when charged solar particles

interact with the Earth's magnetosphere, causing variations in the geomagnetic field. Because GNSS signals

propagate through the ionosphere,
characteristics.

changes in electron density directly impact signal transmission
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TEC is commonly used to monitor ionospheric behaviour, as it reflects the total electron concentration
encountered by GNSS signals during propagation [5], [6]. TEC measurements enable monitoring of electron
density variations and assessing ionospheric disturbances. Under quiet geomagnetic conditions, TEC generally
exhibits smooth temporal variation. In contrast, disturbed conditions can produce abrupt TEC fluctuations,
irregular plasma structures, and increased signal variability, driven by heightened geomagnetic and solar
activity. Detecting such ionospheric anomalies is essential for understanding space weather phenomena and
improving GNSS reliability. The geomagnetic storm on 17 March 2015, known as the St. Patrick’s Day Storm,
was among the most intense geomagnetic disturbances recorded during Solar Cycle 24 [7], [8], [9]. This storm
was primarily triggered by a CME emitted from the Sun on 15 March 2015, which interacted with the Earth's
magnetosphere approximately two days later.

Traditional ionospheric anomaly detection methods primarily use statistical analysis and time-series
modelling, including Z-score techniques, sliding interquartile range, moving-average residuals, rate of TEC
index, and empirical threshold models [10], [11]. While these approaches are computationally efficient and
well-established, they frequently fail to capture the complex, non-stationary, and multi-scale characteristics of
ionospheric signals, particularly during intense geomagnetic disturbances. Methods that operate exclusively in
the time domain are often inadequate for detecting localized transient variations. Consequently, wavelet-based
techniques have been increasingly adopted to enhance the detection and characterization of ionospheric
anomalies. Furthermore, recent advancements in machine learning have attracted significant attention for
anomaly detection, owing to their ability to uncover hidden patterns and nonlinear relationships within large
datasets. Among these, unsupervised learning methods are especially promising, as ionospheric datasets
typically lack reliable ground-truth labels.

Wavelet Transform is widely recognized as an effective signal processing technique for analysing non-
stationary signals, owing to its multi-resolution capability in both time and frequency domains [12], [13], [14].
In ionospheric research, the Wavelet Transform is frequently employed for TEC characterization, feature
extraction, and denoising. High-frequency wavelet detail coefficients are particularly valuable for detecting
localized TEC perturbations generated during geomagnetic storm events, traveling ionospheric disturbances
(TIDs), plasma irregularities, and pre-seismic ionospheric anomalies. Statistical features derived from wavelet
coefficients provide meaningful representations of ionospheric behaviour, which are beneficial for machine
learning applications.

Kumar Dabbakuti and Venkata Ratnam [15] identified ionospheric TEC variability using wavelet
transform analysis and reported that wavelet methods effectively characterize disturbed ionospheric behaviour
under varying geomagnetic conditions. Similarly, Krankowski et al. [16] utilized wavelet analysis to identify
disturbed TEC conditions across multiple GPS stations. They demonstrated the capability of wavelet
techniques to localize temporal TEC variations and ionospheric disturbances. Mandrikova et al. [17] integrated
wavelet transforms with neural network approaches for ionospheric disturbance analysis and anomaly
detection, indicating that wavelet-based preprocessing enhances the identification of disturbed ionospheric
periods. Yang et al. [18] also combined wavelet transform with neural network approaches for ionospheric
disturbance analysis and anomaly detection, confirming that wavelet-based preprocessing improves the
identification of disturbed ionospheric periods. Additionally, Mandrikova et al. [19] employed wavelet
transform in conjunction with autoregressive modelling to identify anomalous ionospheric behaviour
associated with geophysical disturbances.

Isolation Forest is an efficient unsupervised anomaly detection algorithm that identifies anomalies based
on the principle of data isolation. The application of this method in ionospheric research is relatively novel and
requires further investigation. Isolation Forest has been widely adopted in core industries such as cybersecurity,
manufacturing quality control, financial fraud detection, the Internet of Things, and system health monitoring
[20], [21], [22], [23]. Its popularity is attributed to linear time complexity and low memory requirements, which
enable rapid processing of massive datasets and high-dimensional spaces. Unlike distance-based or density-
based methods, Isolation Forest isolates anomalous samples via random partitioning, making it well-suited to
detecting rare and irregular ionospheric disturbances without labelled training data. Most previous machine
learning-based ionospheric anomaly detection studies have primarily focused on improving detection accuracy,
often without providing sufficient interpretability regarding the model's decision-making process. The
emergence of XAl techniques presents an opportunity to enhance transparency and trustworthiness in machine
learning applications. SHAP is among the most widely adopted XAI approaches for quantifying feature
contributions and interpreting model predictions in a mathematically consistent manner [24], [25], [26].

Although wavelet analysis has been widely applied in ionospheric research, several limitations persist in
the current literature. Most prior studies have concentrated on TEC characterization, signal denoising,
forecasting, or time—frequency visualization, rather than on automated anomaly detection using unsupervised
machine learning methods. Additionally, many wavelet-based machine learning models lack interpretability
and do not adequately explain the contribution of extracted features to anomaly classification. Existing research
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often employs wavelet techniques primarily for visualization, without fully leveraging the statistical
information contained in multi-resolution wavelet coefficients. Moreover, the integration of wavelet-derived
statistical features with unsupervised anomaly isolation methods remains limited, especially in the context of
geomagnetic storm-related ionospheric disturbances. These gaps underscore the need for an explainable,
wavelet-based, unsupervised anomaly detection framework, as proposed in this study.

2. MATERIALS AND METHODS

2.1. Dataset description

This study utilizes the public ionospheric TEC dataset obtained during the St. Patrick’s Day Storm
geomagnetic storm event on 17 March 2015, retrieved from https://doi.org/10.18710/RSBWOH [27]. This day
is widely recognized as one of the most intense geomagnetic disturbances of Solar Cycle 24. The TEC monitor
model GSV 4004 was originally installed at Blindern Campus and was moved to Skibotn in September 2014,
The TEC data are calibrated using the GPS-SCINDA software and have a 60 s resolution [28], [29]. Before the
analysis of this work, the TEC dataset underwent preprocessing, including the removal of unwanted and
missing values to ensure data consistency. Invalid and non-numeric observations were excluded from the
analysis to improve signal quality and model reliability.

2.2. Proposed framework for anomaly detection

The proposed framework consists of six major stages, which are TEC data preprocessing, DWT
decomposition, statistical feature extraction from wavelet coefficients, feature normalization, anomaly
detection using Isolation Forest, and SHAP XAI analysis to evaluate feature contributions. In addition, the
conventional Z-score statistical method was adopted as a baseline approach for comparative performance
evaluation. The data processing and analysis were implemented using the Python programming language in
the Spyder Integrated Development Environment (IDE). The overall workflow of the proposed methodology
is illustrated in Figure 1.
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Figure 1. Illustrates the overall workflow of the proposed framework

2.3. Data preprocessing

The TEC dataset was imported into the Python environment using the Pandas library. The parameter of
TEC adopted in this work was the TEC at the TOW signal, which represents the temporal variation of
ionospheric electron content observed from GNSS measurements. Besides, the Scikit-learn toolkit of NumPy,
SciPy, and Matplotlib was also utilized for multidimensional array operations, scientific and technical
computing, data visualization, and plotting. The first step taken was to preprocess the imported dataset to
provide consistent and improved data quality. The column names of the dataset were standardized by removing
unnecessary spacing, whereas missing values and non-numeric observations were removed from the TEC
signal dataset. After preprocessing, the TEC signal was converted into a one-dimensional numerical array for
subsequent signal decomposition and anomaly analysis.
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2.4. Discrete wavelet transform (DWT) decomposition

The original TEC signal was decomposed using the DWT method to determine its multi-resolution
characteristics in both time and frequency domains. DWT decomposes the original signal into approximation
and detail coefficients at multiple resolution levels. Therefore, it permits the separation of low-frequency
background trends from high-frequency disturbance components. The wavelet parameters were selected based
on preliminary evaluation, the characteristics of the GNSS TEC signal, and consistency with previous studies.
The preliminary evaluation in Table 1 showed that the tested configurations produced relatively comparable
anomaly detection results, with no substantial differences in the detected anomaly proportions. Therefore, the
parameter selection was not based solely on the anomaly detection output, but also considered the suitability
of each parameter for representing the non-stationary and localized variations of GNSS TEC signals. A window
size of 128 samples was selected to provide a balance between temporal context and the localisation of transient
ionospheric variations. The db4 wavelet was selected because its compact support and shape are suitable for
representing localized signal variations, while its use is also consistent with previous wavelet-based GNSS and
ionospheric signal studies. A three-level decomposition was selected to provide sufficient multiscale
representation without excessive decomposition. Based on these considerations, the 128-sample window, db4
wavelet, and three-level decomposition were adopted for the subsequent analysis.

Table 1. Summary of preliminary wavelet parameter evaluation

Parameter Tested Values  Selected  Preliminary Result Anomaly Detection Result
Window size 64, 128, 256 128 Comparable 128 provided an anomaly
anomaly detection proportion closest to the target
(3.08-4.17%) 3% while retaining sufficient
temporal windows
Wavelet db2, db4, db6 db4 Comparable db4 provided a controlled
anomaly detection anomaly proportion with stable
(3.45-3.63%) detection across decomposition
levels
Decomposition 2,3,4 3 Comparable Level 3 provided a balanced
level anomaly detection multiscale representation without
(3.45-3.63%) increasing the detected anomaly

proportion substantially

In this study, the Daubechies wavelet of order four (db4) was selected due to its suitability and
effectiveness in representing transient signal variations and its widespread application in geophysical signal
analysis [30]. The TEC signal was decomposed up to level 3 using the wavelet decomposition process, where
one approximation coefficient (A3) and three detail coefficients (D3, D2, and D1) allow the signal to be
analysed across multiple frequency scales, as in (1):

where A; represents the approximation coefficient at level 3, while D,;, D,, and D5 denote detail coefficients
corresponding to different frequency bands.

A sliding window segmentation technique with a window size of 128 samples was subsequently
applied to extract localized TEC variations throughout the observation period. The detailed coefficients from
all decomposition levels were concatenated and utilized for statistical feature extraction. The overall workflow
using the DWT method is represented in Figure 2.

Figure 3 shows the TEC signal after being decomposed into approximation and detail coefficients.
The approximation coefficient (A3) indicates the low-frequency component of the TEC signal with smoother
properties. The output revealed that the Discrete Wavelet Transform successfully decomposed the TEC signal
into approximation and detail coefficients, allowing the separation of large-scale background trends from
localized high-frequency disturbances. The extracted detail coefficients contain rapid temporal fluctuations
that are strongly related to ionospheric irregularities and storm-induced perturbations.
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Figure 2. Workﬂow of the DWT decomposition process

Original TEC Signal

50
o
0 2000 4000 6000 8000 10000 12000
Approximation Coefficient (A3)
100
50
0 200 400 500 800 1000 1200 1400 1600
Detail Coefficient (D3)
20
0
-20
o 200 400 600 800 1000 1200 1400 1600
Detail Coefficient (D2)
20
0
-20
o 500 1000 1500 2000 2500 3000
Detail Coefficient (D1)
25
0
-25

o 1000 2000 3000 4000 5000 000

Figure 3. Decomposition of TEC signal into approximation and detail coefficients using the DWT method

2.5. Wavelet-based statistical feature extraction

A few selected statistical features were extracted from the DWT detail coefficients to assess the
ionospheric signal behaviour. The obtained features include mean, standard deviation, variance, kurtosis,
energy, and Shannon entropy. These features will provide information on the intensity, dispersion,
impulsiveness, and complexity of ionospheric disturbances during geomagnetic storms.

The mean was used to represent the average value of the wavelet coefficients and is denoted as in (2):
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1
p=-Ylix @)

where x;denotes the individual wavelet coefficients and Nis the total number of coefficients.
After that, the standard deviation is also obtained to quantify the spread of the wavelet coefficients around the
mean and is defined as in (3):

o= [5G - w2 (3)

where o represents the standard deviation of the wavelet coefficients.
Then, variance was determined to measure the dispersion of wavelet coefficients relative to the mean value
and is expressed as in (4):

1
02 =23 (x - w)? @)
where x; represents the wavelet coefficient, i is the mean value, and Ndenotes the total number of coefficients.
Kurtosis is also extracted to measure the impulsiveness and the sharpness of the signal distribution, and is
denoted as in (5):

1N Xi— U
K =23, (ot )
where x;represents the wavelet coefficients, u is the mean, and o denotes the standard deviation. High kurtosis
values indicate sharp, transient fluctuations and abnormal signal behaviour.
The wavelet energy was calculated as in (6):

E= Y. D? (6)

where D;represents the wavelet detail coefficients. Shannon entropy was used to measure signal randomness
and complexity, represented as in (7):

H=-%Y,p;log(p) (7

where p;denotes the probability distribution of wavelet coefficients. The extracted features were organized
into a feature matrix and normalized using StandardScaler in Python to ensure consistent feature scaling
before machine learning analysis.

2.6. Feature normalization

A StandardScaler method from the Scikit-learn library of Python was used to normalize the extracted
statistical feature matrix to allow consistent feature scaling before machine learning analysis. Feature
normalization standardizes the feature distribution to zero mean and unit variance, thereby preventing features
with larger numerical ranges from dominating the anomaly detection process. The normalization process can
be expressed as in (8):

z==" (8)

where x represents the original feature value, u is the feature mean, and o is the standard deviation.

2.7. Isolation forest for anomaly detection

This study used Isolation Forest as the unsupervised anomaly detection model. Unlike conventional
classification approaches, Isolation Forest identifies anomalies by isolating observations through random
partitioning. Anomalous samples are generally isolated faster than normal samples due to their rarity and
distinct feature distribution. The Isolation Forest model was configured using 200 decision trees with a
contamination parameter of 0.03, representing the estimated proportion of anomalies within the dataset. The
normalized wavelet-derived statistical features were used as the input for model training and anomaly
classification. The prediction output is represented as in (9):
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f(x) e{-11} 9)

where —1 indicates anomalous observations and 1 denotes normal observations. The detected anomalies were
subsequently visualized on the TEC signal to facilitate the interpretation and analysis of ionospheric
disturbances.

A preliminary evaluation was conducted to determine an appropriate contamination value for the GNSS
anomaly detection task. Five contamination values, namely 0.01, 0.02, 0.03, 0.05, and 0.10, were evaluated
while maintaining a fixed number of 200 decision trees. The evaluation focused on the resulting number and
proportion of detected anomalies to identify a setting that could capture rare observations without producing
excessive anomaly detections. As shown in Table 2, the detected anomaly proportion increased progressively
from 1.01% to 10.00% as the contamination value increased from 0.01 to 0.10.

Table 2. Evaluation of various statistical anomaly detection models in comparison with the proposed IF model

Anomaly Detection Model No. of Detected Anomalies Percentage Anomalies
Baseline Model
Median Absolute Deviation 532 4.29%
(MAD)
Interquartile Range (IQR) 452 3.64%
Hampel Filter 562 4.52%
99t Percentile (P99) 126 1.02%
Z-score 243 0.96%
Proposed Model
IF with contamination 0.01 125 1.01%
IF with contamination 0.02 249 2.01%
IF with contamination 0.03 373 3.01%
IF with contamination 0.05 621 5.00%
IF with contamination 0.10 1241 10.00%

A contamination value of 0.03 was selected because it resulted in 373 detected anomalies, corresponding
to 3.01% of the observations. This anomaly proportion was considered representative of the expected rarity of
anomalous GNSS observations and was also within the range produced by the statistical baseline methods. In
particular, the Median Absolute Deviation (MAD), Interquartile Range (IQR), and Hampel Filter identified
4.29%, 3.64%, and 4.52% anomalies, respectively. In contrast, contamination values of 0.05 and 0.10 resulted
in substantially higher anomaly proportions of 5.00% and 10.00%, respectively, which may lead to excessive
anomaly detection. The 0.01 setting, although comparable to the P99 and z-score baselines, resulted in a
relatively small anomaly proportion of 1.01%. Therefore, a contamination value of 0.03 provided a reasonable
balance between conservative detection and excessive anomaly identification and was adopted for the
subsequent Isolation Forest analysis.

2.8 SHAP-based explainability analysis

To improve the interpretability of the proposed model, SHAP was employed to quantify the contribution
of each wavelet-derived statistical feature to the anomaly predictions generated by the Isolation Forest model.
SHAP is an XAI technique based on cooperative game theory that assigns an importance value to each feature
according to its contribution to the model output.

In this study, SHAP values were computed using the KernelExplainer method, which provides model
diagnostic explanations for the Isolation Forest decision function. Features with higher absolute SHAP values
have a greater influence on the anomaly detection results, whereas features with lower SHAP values contribute
less to the model predictions.

By integrating SHAP analysis into the proposed framework, the decision-making process of the Isolation
Forest model becomes more transparent and interpretable, enabling the identification of the most influential
wavelet-derived statistical features associated with ionospheric disturbances.

3.  RESULTS AND DISCUSSION
3.1. Pattern of TEC signal during geomagnetic storm

Figure 4 shows the temporal variation of the TEC signal, with anomalies identified by the proposed DWT
and Isolation Forest models, along with their corresponding anomaly densities. The detected anomalies are not
randomly distributed throughout the observation period but instead exhibit clear temporal clustering. The
largest concentration of anomalies occurs in the middle section of the TEC record, where the signal increases
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rapidly, followed by pronounced fluctuations. This behaviour indicates a period of substantial ionospheric
disturbance characterized by rapid variations in electron density rather than gradual background changes.
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Figure 4. Model output for representation of: (a) Original TEC signal with detected anomalies (red markers),
(b) anomaly density profile generated from the detected anomalies in TEC using a moving-average window,
and (c) Continuous Wavelet Transform (CWT) scalogram of the TEC signal, presented for qualitative
visualization of the time-frequency characteristics during the geomagnetic storm.

“1 |

The anomaly density profile further confirms this observation by presenting a distinct dominant peak
centred within the same interval. The sharp increase in anomaly density indicates that a large number of
consecutive data segments were simultaneously classified as anomalous, suggesting the presence of a sustained
disturbance rather than isolated abnormal observations. Outside this interval, the anomaly density remains close
to zero, with only several small peaks appearing near the later part of the observation period. These secondary
peaks correspond to localized disturbances with considerably lower intensity than the dominant event.
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An important observation is that anomaly detection is governed by the local statistical characteristics of the
wavelet-derived features rather than solely by the magnitude of the TEC signal. Consequently, not every high
TEC value is classified as anomalous, while several anomalies are identified during moderate TEC levels where
rapid local fluctuations occur [31], [32]. This behaviour demonstrates that the proposed model is capable of
distinguishing abnormal signal dynamics from normal ionospheric variability, thereby reducing the likelihood
of falsely identifying naturally elevated TEC values as disturbances.

Although the proposed anomaly detection framework is based on DWT-derived statistical features, the
CWT scalogram shown in Figure 4 is presented solely for qualitative visualization of the TEC signal. High-
intensity regions observed in the scalogram correspond to localized increases in wavelet magnitude, indicating
periods of enhanced ionospheric disturbance.

The scalogram reveals that anomalous TEC behaviour occurs across multiple scales, suggesting the
presence of both short-term and medium-scale ionospheric irregularities. These localized high-energy
structures are consistent with plasma turbulence and rapid electron density fluctuations commonly observed
during severe geomagnetic storm conditions. Compared to the raw TEC signal, the CWT representation
provides clearer visualization of transient disturbances and demonstrates the effectiveness of wavelet analysis
for investigating non-stationary ionospheric behaviour.

Overall, the anomaly distribution and density indicate that the proposed model effectively identifies both
the primary storm-related disturbance and smaller localized ionospheric irregularities throughout the
observation period. The combination of wavelet-derived statistical features and Isolation Forest enables the
model to capture the non-stationary characteristics of the TEC signal while preserving sensitivity to transient
ionospheric disturbances. However, relying visually on the signal alone is unable to comprehensively describe
the efficiency of the model in detecting anomalies; therefore, quantitative measurements are required.

3.2. Detection of anomalies during geomagnetic storm based on isolation forest classification

Isolation Forest (IF) detects anomalies based on the principle that unusual observations are easier to
isolate than normal observations through random partitioning [33]. The IF model successfully identified 373
anomalous observations, corresponding to 3.01% of the total dataset. This relatively small proportion indicates
that most of the TEC/ROTI measurements exhibited normal ionospheric behaviour. In contrast, only a limited
number of observations demonstrated abnormal signal characteristics. Such a distribution is expected in
ionospheric monitoring applications, where stable conditions dominate the time series. Meanwhile,
disturbances occur only during specific periods associated with enhanced ionospheric variability.

In this study, normal ionospheric variations generally follow continuous and smooth temporal patterns,
whereas anomalous events are characterised by abrupt changes, irregular fluctuations, or deviations from the
typical signal distribution [34], [35]. Therefore, the detected 373 anomalies represent observations that
exhibited distinct statistical and temporal behaviours compared with the majority of the dataset. The detection
rate of approximately 3% demonstrates that the model maintained a conservative detection behaviour and did
not excessively classify normal ionospheric fluctuations as anomalies. This characteristic is important for
ionospheric monitoring systems because excessive false alarms may reduce the reliability of the detection
framework.

Table 3. Agreement with proposed method

Metrics (%) P99 Z-score IQR Hampel MAD
Accuracy 96.53 95.81 94.54 93.43 93.93
Precision 9.12 12.87 19.84 16.09 20.38

Recall 26.98 19.75 16.37 10.68 14.29
F1-Score 13.63 15.58 17.94 12.83 16.80

Table 3 shows that the proposed DWT + IF method achieved relatively high accuracy of agreement with
all conventional baseline methods, ranging from 93.43% to 96.53%. The highest accuracy was obtained for
P99 (96.53%), followed by Z-score (95.81%), IQR (94.54%), MAD (93.93%), and Hampel (93.43%). The
high accuracy values indicate that the proposed method and the baseline approaches generally agreed on the
majority of samples, which is expected because normal TEC observations constitute the dominant portion of
the dataset.

However, the relatively low precision and recall values indicate that the agreement was considerably
lower when focusing specifically on anomaly samples. Among the baselines, MAD produced the highest
precision (20.38%), followed by IQR (19.84%), Hampel (16.09%), Z-score (12.87%), and P99 (9.12%). The
higher precision of MAD suggests that a larger proportion of the anomalies identified by DWT + IF were also
classified as anomalies by MAD compared with the other baseline methods.
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In terms of recall, P99 achieved the highest value at 26.98%, followed by Z-score at 19.75%, IQR at 16.37%,
MAD at 14.29%, and Hampel at 10.68%. The higher recall of P99 indicates that P99 captured a larger
proportion of the anomaly samples identified by the proposed DWT + IF method. This difference between
precision and recall demonstrates that the baseline methods respond differently to TEC variations and therefore
identify different subsets of anomalous observations.

Overall, the results demonstrate that no conventional baseline showed strong agreement with DWT + IF

at the anomaly level, despite their high overall accuracy. This is particularly evident from the relatively low
precision and recall values. The finding suggests that DWT + IF identifies anomaly patterns that are not
completely captured by simple statistical threshold-based approaches. This can be attributed to the ability of
the DWT-based feature representation to capture localized variations and multi-scale characteristics in the TEC
signal, while Isolation Forest detects observations that differ from the dominant feature distribution.
Among the baseline methods, P99 showed the highest overall accuracy and recall, whereas MAD achieved the
highest precision. Therefore, P99 appears to provide the closest agreement with DWT + IF in terms of the
number of shared anomaly detections, while MAD provides the most precise overlap with the anomalies
identified by the proposed method.

3.3. SHAP-based feature importance analysis

To interpret the decision-making behaviour of the Isolation Forest model, SHAP analysis was performed
to quantify the contribution of each extracted feature to the anomaly detection process. The mean absolute
SHAP values indicate the average impact magnitude of each feature on the model output, where higher values
represent greater influence on anomaly identification.
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Figure 6. SHAP feature importance ranking showing the contribution of each input feature to the Isolation
Forest anomaly detection model.

The SHAP analysis revealed that entropy was the most influential feature, followed by mean, energy,
kurtosis, standard deviation, and variance. The dominant contribution of entropy indicates that signal
complexity and irregularity play a significant role in distinguishing anomalous ionospheric conditions from
normal variations. In wavelet-based analysis, entropy represents the distribution and uncertainty of signal
energy across different frequency components. During disturbed ionospheric conditions, TEC signals tend to
exhibit increased fluctuations and irregular oscillatory behaviour, resulting in higher complexity that can be
effectively captured by entropy.

The mean feature demonstrated the second-highest contribution, suggesting that changes in the average
signal level also provide important information for anomaly detection. Significant ionospheric disturbances
may produce sustained increases or decreases in TEC values compared with typical background conditions,
causing deviations in local signal characteristics. Therefore, mean-based information assists the model in
identifying shifts from normal ionospheric behaviour. The energy feature ranked as the third most important
variable, highlighting the relevance of signal intensity variations in detecting abnormal events. Wavelet energy
reflects the strength of signal fluctuations at different frequency scales, where enhanced disturbance activity
may introduce additional signal power associated with ionospheric irregularities.

Meanwhile, kurtosis exhibited a notable contribution, indicating that the distribution shape of the signal
contains valuable information for anomaly detection. Higher kurtosis values are associated with impulsive or
extreme fluctuations, which may occur during short-duration ionospheric disturbances. In contrast, standard
deviation and variance showed relatively lower SHAP contributions, suggesting that overall signal dispersion
alone was less effective compared with features describing signal complexity and energy distribution. The
dominance of entropy and wavelet-derived energy features confirms the importance of incorporating time-
frequency information for characterising complex ionospheric anomalies. These findings support the
effectiveness of combining wavelet feature extraction with unsupervised learning, as the model is able to utilise
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physically meaningful signal characteristics rather than relying solely on conventional amplitude-based
thresholds.

4. DISCUSSION

The present study demonstrates that integrating DWT with Isolation Forest provides an effective approach
for automated ionospheric anomaly detection during geomagnetic storm conditions. Unlike conventional
statistical approaches that rely on fixed thresholds, the proposed framework analyses wavelet-derived statistical
features to characterize localized signal behaviour, allowing the model to identify complex ionospheric
disturbances associated with rapid temporal variations in TEC. This capability is particularly important because
ionospheric responses to geomagnetic storms are inherently non-stationary and often exhibit multi-scale
characteristics that cannot be adequately represented using purely time-domain statistical methods.

The findings are consistent with previous studies that reported the effectiveness of wavelet analysis for
representing transient ionospheric disturbances [36]. Earlier works mainly employed wavelet transform for
signal decomposition, denoising, or visualization of TEC variations, whereas the present study extends its
application by integrating wavelet-derived statistical descriptors into an unsupervised anomaly detection
framework. This demonstrates that wavelet features can serve not only as signal representation tools but also
as informative inputs for machine learning-based anomaly detection. The incorporation of statistical descriptors
such as entropy, energy, kurtosis, and mean enables the model to summarize complex time-frequency
information into a compact feature space suitable for automated analysis.

Although the proposed Isolation Forest model achieved high overall accuracy, relatively modest precision
and recall values were obtained. This outcome is expected because anomaly detection in ionospheric
monitoring represents a highly imbalanced and weakly labelled problem. The reference anomalies generated
using the Z-score, Hampel filter, MAD, IQR, and P99 methods do not necessarily represent absolute ground
truth but rather provide a statistical baseline for comparison. Consequently, some observations identified by
Isolation Forest may correspond to subtle ionospheric disturbances that are not captured by the conventional
threshold-based approach. This highlights an inherent challenge in evaluating unsupervised learning algorithms
using statistical reference labels, where disagreement between methods does not always indicate incorrect
detection.

An important contribution of this study is the incorporation of Explainable Artificial Intelligence through
SHAP analysis. Most previous studies focused primarily on improving detection performance without
investigating how individual features influence model predictions. The SHAP results demonstrate that entropy
and energy contribute more strongly than conventional dispersion-based measures such as variance and
standard deviation. This finding suggests that signal complexity and energy redistribution during geomagnetic
storms provide more discriminative information than simple amplitude variability. From a physical
perspective, disturbed ionospheric conditions introduce irregular plasma dynamics that increase signal
randomness and redistribute energy across multiple frequency bands, making entropy and wavelet energy
particularly effective indicators of anomalous behaviour.

The proposed framework also offers practical advantages for operational GNSS monitoring. Isolation
Forest requires no labelled training data, making it suitable for continuous space weather surveillance where
manually annotated anomaly datasets remain scarce. Furthermore, the computational efficiency of both DWT
and Isolation Forest allows rapid processing of large TEC datasets, supporting near real-time anomaly detection
applications. Such capability may assist GNSS service providers in identifying periods of degraded positioning
performance caused by severe ionospheric disturbances.

Despite these encouraging results, several limitations should be acknowledged. The proposed framework
was evaluated using a single geomagnetic storm event, which may not fully represent the diversity of
ionospheric disturbances occurring under different solar and geomagnetic conditions. In addition, only six
wavelet-derived statistical features were investigated. Future studies should validate the proposed framework
using multiple storm events collected over different phases of the solar cycle and explore additional wavelet-
based descriptors or hybrid deep learning approaches. Comparative evaluation against other unsupervised
anomaly detection algorithms, such as One-Class Support Vector Machine and Local Outlier Factor, would
also provide a more comprehensive assessment of the proposed methodology.

5.  CONCLUSION

This study proposed explainable artificial intelligence approaches for automated ionospheric anomaly
detection by integrating Discrete Wavelet Transform, Isolation Forest, and SHAP-based feature interpretation.
The proposed approach successfully extracted meaningful wavelet-derived statistical features from TEC
signals and identified anomalous ionospheric behaviour associated with the 17 March 2015 geomagnetic storm.
Compared with the statistical reference approach, Isolation Forest demonstrated greater flexibility in detecting
complex and localized disturbances without relying on predefined statistical thresholds. The SHAP analysis
further improved model interpretability by identifying entropy and wavelet energy as the most influential
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features contributing to anomaly detection, indicating that signal complexity and energy distribution are more
informative than conventional statistical dispersion measures. These findings enhance confidence in the model
predictions while providing physical insight into the characteristics of disturbed ionospheric behaviour.
Overall, the proposed framework offers a reliable, computationally efficient, and interpretable solution for
unsupervised ionospheric anomaly detection. The integration of wavelet-based feature extraction with
explainable machine learning provides a promising direction for future GNSS monitoring and space weather
applications. Future work will focus on validating the proposed framework using larger multi-year datasets,
multiple geomagnetic storm events, and additional unsupervised and deep learning algorithms to further
improve robustness and generalization.
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